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NOTE OF THANKS

Mr. Imran Khan

Prime Minister of

Mr. Shaikh Rasheed Pakistan Mr. Wajid Zia
Interior Minister of Director General (DG)
Pakistan Federal Investigation
Agency

“Upholding the vision of Government of Pakistan, Cybercrime Wing

(CCW), FIA took numerous administrative and operational mea-
sures to resolve huge number of complaints following Prevention
of Electronic Crime Act (PECA) 2016.
Progressing with the aim of curbing cybercrimes and providing
maximum relief to victims, CCW received 84764 complaints in
year 2020. This upsurge of complains shows rapid increase in dig-
ital crimes, nevertheless it reflects the trust and reliance of public
on CCW, FIA
In year 2020 a special focus was placed on administrative and
structural reforms as well as capacity building which resulted in
operational excellence and improved public perception.
In this regard we owe special thanks to Mr. Wajid Zia DG FIA and
Mr. Ehsan Sadiq ADG CCW for their continuous guidance and
support, which led to strict internal accountability and close moni-
toring.

Mr. Muhammad Jafer

(PSP)
Director CCW
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Mandate of Cyber Crime Wing, FIA

Cyber Crime Wing of Federal Investigation Agency, is guided by laws
under Prevention of Electronic Crimes ACT (PECA) 2016, which deals
with the growing threat of cybercrimes. Inception of this Hi-Tech crime
fighting unit transpired in 2007 to identify and curb the phenomenon of
technological abuse in society. It is the only unit of its kind in Pakistan
which directly receives complaints and take legal measures against
cyber criminals.

CCW has expertise in Digital Forensics, Technical Investigation, Infor-
mation System Security Audits, Penetration Testing and Trainings.

The unit since its inception has been involved in capacity building of the
officers of Police, Intelligence, Judiciary, Prosecutors and other Govt.
organizations.

With the aim to achieve excellence by promoting culture of merit, en-
forcing technology based law, and extending continuous professional
services, following are some of the major Cyber Crimes catered by
CCW:

e
? ‘\dh Ay 2 - ':1‘1
M| AR b ¢
v’ JED | \

wan-be || 5 CS

Financial Cyber Bullying

Frauds

Intellectual Denial Of
Property Rights Service Aftack

Pornography
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ZONES AND CCRC’s OF CCW

As per survey record there are 76.3 million Internet users in Paki-
stan which are increasing on daily basis. This increased the risk of
Cybercrimes as well. In this context, to combat cybercrimes effi-
ciently Cyber Crime Wing, FIA extended its services in 6 zones
through 15 Cyber Crime Reporting Centers (CCRC's).

Each circle is operating with competent staff, under supervision of
Circle Incharge and Zonal Additional Director.

\ Lahore zone Lahore Multan Faisalabad Gujranwala
\ Ka I'aChi Zone Karachi Hyderabad Sukhar
PeShawa r Zone Peshawar Abbottabad DI Khan

\Rawalpindi VAo [ Rawalpindi Gilgit

\ QUEtta one Quetta Gwadar
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I
P
A

\ Islamabad Zone Islamabad
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OVERVIEW AND PERFORMANCE
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MAJOR INITIATIVES:Administrative

As a major leap towards strengthening of
m Cybercrime Wing, FIA, 363 personnel (in-
cluding the Investigators and Technical
experts) have been recruited against vari-
ous posts of NR3C Project (Phase-lll) in
N EW January — February 2020.

RECRUITMENT
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MAJOR INITIATIVES:Administrative

Common Training Program for the newly re-
cruited 363 personnel of NR3C Phase Il was
carried out in January, 2020.

During the CTP, the most senior and experi-
enced officers of FIA were involved who im-
parted excellent knowledge and skills to the
trainee officers.

e =

COMMON AND
SPECIALIZED
TRAININGS

As a result of special efforts of Additional Director General and Director CCW, Specialized
Training Program for the newly recruited employes was organized from the most prestigious
training institutions of the country. The institutions involved for STP were:

i. National Police Academy for
Investigators (BPS 17 and above)

ii. Police Training College Sihala
as well as Police Training College
Choung for Inspectors, Sls, and ASls

iii. FIA Training Academy for HCs
and Constables.

iv. CCW- HQ for Forensics and
Technical experts

CCW Performance Bulletin 2020 Page 07



MAJOR INITIATIVES:Administrative

Restructuring of
HQ, Zones &
CCRCs

Restructuring of CCW-HQ, Zonal offic-
es and CCRCs, has been done with a
view to improve the overall efficiency
of Cybercrime Wing-FIA. Some major
sections have been established at
CCW HQ
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MAJOR INITIATIVES :Administrative

Cybercrime Wing of FIA took lead in
organizing the first National Seminar
on Digital Forensics in February,
2020.

The event was attended by the acade-
micians, leading researchers, eminent
scholars, industry experts, members
of law enforcement agencies and rep-
resentatives from NAB, NFSA, PFSA
and NUST.
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First Ever National Seminar on Digital
Forensics

This national level platform provided a
great opportunity for the fertile brains
to group together to analyse the exist-
ing capacity in digital forensics and to
devise a comprehensive strategy for
enhancing the indigenous capacity in
digital forensics in order to combat cy-
bercrime in an efficient manner.

As a result of this collaboration and
continued follow-up, Air University
has recently developed valueable
software tools for Cyber Crime
Wing FIA.

SEMINAR
DIGITAL FORENSICS
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MAJOR INITIATIVES :Administrative

Seminar on Cyber Laws by Punjab
Academy Lahore

Director CCW delivered a much appreciat-
ed lecture in a seminar on Cyber Law, orga-
nized by Punjab Judicial Academy with the
collaboration of UK High Commission, in
Lahore with Honorable Chief Justice of Pa-
kistan as the chief guest.

Role of Cyber Crime Wing, FIA was high-
lighted by Director CCW. Recent reforms
and initiatives were also discussed in this
seminar.

First National Seminar on Cyber
Financial Crimes

. '-’f", ¢ by P Y

e

Cyber Crime Wing FIA organized first
National Seminar on Cyber Enabled Fi-
nancial Crimes in FIA (Headquarters)

. Islamabad.

o4
V

Representatives from Banks, Mobile Financial Institutions, State Bank of Paki-

stan, PTA, FMU, and Cellular Companies participated and discussed the various
aspects of cyber enabled financial Crimes in Pakistan.
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MAJOR INITIATIVES :Administrative

Effective Liaison of CCW-FIA with Facebook

Cyber Crime Wing FIA has made an
important breakthrough towards eradi-
cating cybercrimes on social media as
with continuous efforts of Director
CCW Mr. Amir Farooqi, Facebook
management agreed to share data with
FIA Cyber Crime Wing and inked an
agreement.

According to agreement Facebook will
share user’s platform data with CCW
officials to investigate and eliminate
the increased cybercrimes from the
country.

This initiative will help CCW in protect-
ing the digital world and restrict the
freedom of cyber criminals.

To expedite the cybercrime investiga-
tion, Facebook technical expert’'s team
also synchronized with Pakistan’s am-
bition.

Before the access, there were many
cases which could not be processed or
were disposed off due to lack of suffi-
cient evidences.

CCW Performance Bulletin 2020

But with the latest development, the
FIA cybercrime wing can have access
to millions of databases, which can be
used to conclude the case early.

After signing of the data sharing agree-
ment, on Facebook requested from the
authorities in the cybercrime wing to
place representatives who would con-
tact Facebook and forward data shar-
ing requests directly.

The CCW'’s focal person would request
information from Facebook in cases of
cyber crimes against children and
women. Furthermore, Facebook also
extended its cooperation by offering
data sharing agreement regarding
WhatsApp and Instagram.
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MAJOR INITIATIVES :Administrative

Shadow of Corona: Incidence, Control and

m Webinar on Cyber Harassment Under the
Punishment

National Initiative against Organized Crime Pakistan
Roundtable on

_‘ _ =iy Cyber Harassment under the shadow of Corona:
Additional Director General Cyber- Incidence, Control and Punishment

crime Wing (CCW) FIA, Dr. Ehsan Onlne Webinar
Sadiq spoke as the Guest of Honour AnelS 21300
at the “Cyber Harassment under the

Shadow of Corona: Incidence, Con- Guest of Honour
trol and Punishment” webinar.

Conducted by the “National Initiative

Against Organized Crime”, the webi- 4
nar was the first-ever initiative in Paki- o A
stan launched by a group of commit- ek
ted professionals and experts with RS
law enforcement, media and other

public service backgrounds.

Highlighting the progressively import-

ant role of Cybercrime Wing FIA, _ o
Dr. Ehsan Sadiq shared the different -' "
initiatives taken by CCW to counter ' '

the growing menace of cybercrime. Partahs hay At Jaff Nighat Dad

Journalist & Co-founder of Bolo Bhi Director General Executive Director, Digital Rights Foundatio
Center of Information Technology (CIT)

Fasi Zaka
(Moderator)
Public policy communications expert
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Liaison with different NGOs is devel-
oped to mitigate Cyber Harassment
collaboratively.

Multiple meetings were arranged with
Nighat Dad CEO Digital Rights Foun-
dation to discuss Legal complexities
related to cybercrime.

Webinars in context of Awareness
campaign of Cybercrime Wing — FIA
were also organized with Fozia Tariq
CEO of Law is My Protector in regard
of Cybercrime Unit Challenges and
Prospects.

FIA CYBER CRIME
UNIT CHALLENGE
AND PROSPECTS

i iﬁj
Saturday 19 Sep 2020

Host
FoziaTariq

? PM
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Law Is My P_r&rec”ror
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Online Seminar with Qaisera
Sheikh Vice President of Cyber Arm
and Karachi Women’s chamber
also took place. It was organized to
facilitate and aware women to dis-
cuss harassment issues they face
on social media etc.

Team CCW, suggested to refer cy-
bercrime related complaints to
CCW and assured that complaints
related to female harassment and
blackmailing are and shall remain
one of the top priorities of Cyber-
crime Wing FIA.

end -add Ms. Zooni Ashfaq
Assistant Director
CCW- FIA

-
™

grint(~please select exacthy

_ OPERATOR CLASSES --=~

Mr. Najeeb Ul Hassan

15 not ™ Cyber Crime Analyst
CCW-FIA

MAJOR INITIATIVES :Administrative

Collaboration with Multiple National and Inter-
national Organizations
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MAJOR INITIATIVES :Administrative

Initiative by Cybercrime Wing to Incorporate
Cybercrime awareness in the Curriculum

With a vision of Single National Curriculum, Cyber Crime Wing FIA stood up to
add cyber security related knowledge in curriculum to make Pakistani nation cy-
ber-wise.

Cybercrime Wing- FIA, took the innovative initiative of adding cyber security
related guidelines in narrative form in reference to make the content child sen-
sitive and age related.

In this regard, meetings were arranged with the Curriculum team of National
Curriculum Council.This proposed curriculum was presented in four committees
of National Curriculum Council namely English, Urdu, Social Studies and Com-
puter.

First Phase of single national curriculum for Primary School is prepared to be
functional from academic year 2021. However team CCW is on way to inculcate
cyber knowledge in second phase of curriculum preparation for secondary
clases.

. @ Murad Raas @

@DrMuradPTI

Punjab Cabinet approves Single
National Curriculum for Punjab.
We will be implementing this in
School Year 2021 InshAllah. This

would be from grade one through u"d_f“’d.—;-* K |

grade five. - - 3

6:25 PM - 17 Dec 20 - Twitter for iPhone Sln gle Natlonal Clll‘l‘lculllm
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103 Retweets 23 Quote Tweets 850 Likes
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MAJOR INITIATIVES: operational

GANG INVOLVED IN SELLING CALL RECORD DETAILS AND
HACKING EMAIL ACCOUNTS OF POLICE OFFICERS BUSTED.

Cyber Crime Reporting Center Pesha-
war took strict actions against the gang
by conducting immediate enquiry. This
gang was facilitating criminals to lure
people by Hacking, selling of CDR,
family tree and other information. During
initial examination of the mobile phones
seized from the alleged revealed that
CDR, ownerships and NADRA records
are being sold on WhatsApp. Culprits
admitted during interrogation that they
have hacked email accounts of officers
of Punjab Police to gain access to data
from mobile companies.

GANG INVOLVED IN ACTIVATION OF ILLEGAL SIMS BY
USING SILICON THUMBS BUSTED

In Gujranwala Circle of Cybercrime, A secret
piece of information was received that illegal
SIMs are being activated using fake silicon
thumbs in Hafizabad based UFone Franchise.
The requisite on ground evidences were col-
lected and matter was taken up with Director- §5Z
ate of Enforcement, PTA and mandatory com- g
plaint under the law was obtained.

During the search operation 2000 fake silicon
thumbs, 3000 activated illegal SIMS, 04 cell J§
phones, 50 BVS machines, 03 Desktop Com- §
puters containing database of thumbs of inno- £
cent citizens with other allied equipment was %4
confiscated. FIR against four persons were Eilk
registered after their arrest.
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MAJOR INITIATIVES: Operational
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MAJOR INITIATIVES: Operational
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